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Router Security Strategies: Securing IP Network Traffic Planes provides a compre-hensive approach to
understand and implement IP traffic plane separation and protection on IP routers. This book details the
distinct traffic planes of IP networks and the advanced techniques necessary to operationally secure them.
This includes the data, control, management, and services planes that provide the infrastructure for IP
networking. 
 
The first section provides a brief overview of the essential components of the Internet Protocol and IP
networking. At the end of this section, you will understand the fundamental principles of defense in depth
and breadth security as applied to IP traffic planes. Techniques to secure the IP data plane, IP control plane,
IP management plane, and IP services plane are covered in detail in the second section.
 
The final section provides case studies from both the enterprise network and the service provider network
perspectives. In this way, the individual IP traffic plane security techniques reviewed in the second section of
the book are brought together to help you create an integrated, comprehensive defense in depth and breadth
security architecture.
 
“Understanding and securing IP traffic planes are critical to the overall security posture of the IP
infrastructure.  The techniques detailed in this book provide protection and instrumentation enabling
operators to understand and defend against attacks. As the vulnerability economy continues to mature, it is
critical for both vendors and network providers to collaboratively deliver these protections to the IP
infrastructure.”
–Russell Smoak, Director, Technical Services, Security Intelligence Engineering, Cisco
 
Gregg Schudel, CCIE® No. 9591, joined Cisco in 2000 as a consulting system engineer supporting the U.S.
service provider organization. Gregg focuses on IP core network security architectures and technology for
interexchange carriers and web services providers.
 
David J. Smith, CCIE No. 1986, joined Cisco in 1995 and is a consulting system engineer supporting the
service provider organization. David focuses on IP core and edge architectures including IP routing, MPLS
technologies, QoS, infrastructure security, and network telemetry.
 

Understand the operation of IP networks and routers●

Learn about the many threat models facing IP networks, Layer 2 Ethernet switching environments, and●

IPsec and MPLS VPN services

Learn how to segment and protect each IP traffic plane by applying defense in depth and breadth principles●

Use security techniques such as ACLs, rate limiting, IP Options filtering, uRPF, QoS, RTBH, QPPB, and●

many others to protect the data plane of IP and switched Ethernet networks

Secure the IP control plane with rACL, CoPP, GTSM, MD5, BGP and ICMP techniques and Layer 2●

switched Ethernet-specific techniques



Protect the IP management plane with password management, SNMP, SSH, NTP, AAA, as well as other●

VPN management, out-of-band management, and remote access management techniques

Secure the IP services plane using recoloring, IP fragmentation control, MPLS label control, and other●

traffic classification and process control techniques

 This security book is part of the Cisco Press® Networking Technology Series. Security titles from Cisco
Press help networking professionals secure critical data and resources, prevent and mitigate network attacks,
and build end-to-end self-defending networks.
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From reader reviews:

Robert Crumrine:

Hey guys, do you really wants to finds a new book to learn? May be the book with the headline Router
Security Strategies: Securing IP Network Traffic Planes suitable to you? Often the book was written by
famous writer in this era. Often the book untitled Router Security Strategies: Securing IP Network Traffic
Planesis the main one of several books that will everyone read now. This particular book was inspired a
number of people in the world. When you read this reserve you will enter the new dimensions that you ever
know previous to. The author explained their concept in the simple way, and so all of people can easily to
understand the core of this guide. This book will give you a lots of information about this world now. To
help you to see the represented of the world with this book.

Matthew Wallace:

Reading a guide tends to be new life style in this era globalization. With examining you can get a lot of
information that may give you benefit in your life. With book everyone in this world can easily share their
idea. Ebooks can also inspire a lot of people. Plenty of author can inspire their particular reader with their
story or their experience. Not only the storyline that share in the textbooks. But also they write about the
ability about something that you need case in point. How to get the good score toefl, or how to teach your
young ones, there are many kinds of book that you can get now. The authors nowadays always try to
improve their ability in writing, they also doing some exploration before they write to their book. One of
them is this Router Security Strategies: Securing IP Network Traffic Planes.

Douglas Henry:

Reading can called brain hangout, why? Because if you find yourself reading a book mainly book entitled
Router Security Strategies: Securing IP Network Traffic Planes your thoughts will drift away trough every
dimension, wandering in most aspect that maybe mysterious for but surely can become your mind friends.
Imaging every single word written in a book then become one application form conclusion and explanation
that maybe you never get just before. The Router Security Strategies: Securing IP Network Traffic Planes
giving you an additional experience more than blown away your brain but also giving you useful information
for your better life within this era. So now let us demonstrate the relaxing pattern at this point is your body
and mind will likely be pleased when you are finished reading it, like winning a game. Do you want to try
this extraordinary paying spare time activity?

Bryan Lewis:

Is it a person who having spare time and then spend it whole day through watching television programs or
just laying on the bed? Do you need something new? This Router Security Strategies: Securing IP Network
Traffic Planes can be the answer, oh how comes? A fresh book you know. You are thus out of date, spending
your free time by reading in this fresh era is common not a geek activity. So what these publications have



than the others?
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